MIT VIDEO POLICY

Purpose

To ensure the consistent and authorized installation, alteration and export of all video recording devices and/or
fi l e s .

Scope

The scope of this policy shall apply to the installation, control and maintenance of all video recording devices
administered and maintained by the MIT Office of Security Operations. Installation of all video recording
devices will be for security and law enforcement purposes only, thus preserving the long standing expectation
of privacy and dignity for the faculty, students and staff of the Institute.
Applicability and Procedure

The Director of Security of the Massachusetts Institute of Technology (Director) or his designee is the only
person authorized to approve the installations, capabilities and/or alterations of video recording devices under

the control of the Office of Security Operations. This will include those licensed by the Institute or maintained by
outside vendors and/or subcontractors (e.g. ATM machines). Prior to the installation or alteration of a recording
device, its components or capabilities, a written request will be submitted outlining any and all work to be
performed by an outside contractor to work on such projects. All video recording devices will be programmed to
record video for no longer than 14 days cumulative and all audio capabilities will be disabled in accordance with
federal and state law. If a request is made for the export of video information, such request will be made to the
Director or his Designee in writing. When a request is received every effort will be made by the Office of

Security Operations personnel to export and save the requested video until a determination is made by the

Director or his Designee that said video meets the criteria of this policy (security and law enforcement purposes
only). If the request is deemed not to be in accordance with this policy, said video will be deleted with no further
appeal available for its release.

P O L I C Y O N I N S TA L L AT I O N A N D U S E O F V I D E O C A M E R A S

Effective May 25, 2016
A. Scope of Policy
This policy concerns the installation and use of video cameras anywhere on the Harvard campus
for safety, security and facilities management purposes (meaning the use of video cameras to
support safe and efficient facilities operations). This policy applies to all Schools and units of the
University.
This policy does not affect other Harvard policies on use of video cameras, such as policies on
videotaping conferences or lectures, in the classroom, for research purposes, or for public
dissemination.
B. General Statement

Use of video cameras has become ubiquitous in our society. This includes use on the Harvard
campus and in our facilities, where video cameras have been installed to serve various
institutional purposes. In installing and using such cameras, the University needs to be both
orderly and transparent.
This policy sets out guidelines and requirements for the installation and use of video cameras for
safety, security and facilities management purposes. This policy is intended to establish internal
standards and procedures goveming such use of video cameras on campus; it is not meant to
create rights in any individual to seek legal redress for action inconsistent with the policy.
C. Authorization

Each School or other Harvard unit shall designate one or more persons who will have the
authority to review and approve all requests
(a) for installation of video cameras in or on the facilities, property or vehicles (including
drones) of that School or unit for safety, security and facilities management purposes,
subject to the guidelines in part D; and
(b) for access to data from any video cameras installed by that School or unit, subject to
the guidelines in part F.
The Schools and units may decide that different people may perform these two functions.
D. Guidelines for Installation

DI. Video cameras to be used for safety, security or facilities management purposes may be
installed in any location except for the following;
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(a) dormitory rooms;
(b) the living quarters of other residential facilities;
(c) restrooms and bathing facilities;
(d) locker rooms and other changing facilities;
(e) classrooms; and
(f) offices of individuals.

These restrictions do not limit video camera use pursuant to other University or School policies,
or with respect to important and sensitive institutional functions that are customarily monitored,
such as cash management or lab safety.
The prohibitions in the foregoing list refer to camera installations that would allow the
surveillance of the interior of the designated locations. For example, it is not appropriate to
install cameras in a dorm room, or outside of but looking in the window of a dorm room. On the
other hand, the School or unit may have valid reasons, under the terms of this policy, to have
cameras looking, for example, at the exteriors of dorms or at the entrances to classrooms and
o f fi c e s .

The foregoing list establishes mandatory restrictions on the placement of cameras, but is not
intended to be exhaustive. A School or unit may impose further location restrictions where it is
believed that the presence of cameras would be inconsistent with community values, the
preservation of an environment that encourages free academic and intellectual inquiry, or other
important values.
D2. In exigent situations involving threats to the safety of the campus, to the life, health or
safety of any person, or of theft or destruction of property, temporary exceptions may be made to
the restrictions in Dl, or to similar additional restrictions adopted by a School or other unit,
provided that the Office of the General Counsel (OGC) shall be consulted if time allows.
D3. Signage or other forms of notice, specific or general, stating the presence of video cameras is
permitted but not required. Camouflage or other deliberate concealment of cameras is not
permitted unless specifically requested by the Harvard University Police Department (HUPD)
after consultation with OGC.

D4. Unless requested by HUPD for safety, security or law enforcement reasons in compliance
with Massachusetts law, video cameras installed for safety, security and facilities management
purposes shall not be configured or activated to record audio.
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E. System Operation

El. Each School or other Harvard unit shall designate one or more persons who will have day-to
day responsibility for acquisition, installation, and operation of video cameras for safety, security
and facilities management purposes.
E2. Video cameras and supporting systems should comply with any University-wide video
technology standards as established by HUIT so that all systems will be compatible and will be
accessible by HUPD via the University network for safety, security or law enforcement reasons.
Where appropriate, such equipment should be acquired from vendors designated by the Office of
Strategic Procurement.
E3. Technology for storage of data and procedures for data transfer shall comply with data
security standards established by HUIT.
E4. Each School or unit should establish guidelines for (i) how long cameras should be in place,
(ii) which cameras should be operated intermittently and which continuously, and (iii) which
cameras should provide live feeds for real time monitoring.
E5. Each School or unit should establish guidelines for how long data will be retained, provided
that all data should be retained for at least one month.
F. Guidelines for Access to Data

PI. Video camera data may be accessed for the following purposes:
(a) the investigation or prevention of crime;
(b) to help prevent or deal with situations presenting threats to the safety of the campus
or to the life, health, or safety of any person or the theft or destruction of property;
(c) in connection with threatened or pending litigation by or against the University and to
respond to, or in connection with, lawful demands for information in law enforcement
investigations, other government investigations, and legal processes;
(d) in connection with investigations of misconduct by members of the University
community, if the investigation would advance a legitimate institutional purpose and
there is a sufficient need for access to the data;
(e) in support of and to review facilities operations;

(f) to document or monitor the progress of construction projects;
(g) incidentally in connection with maintenance, management and inspection of video
camera and related technology to ensure proper operation, to protect against threats
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such as intrusions and other attacks, malware and viruses, and to protect the integrity
and security of the data; and

(h) for other comparable reasons that advance a legitimate institutional purpose.
• Except as provided above, video camera data may not be accessed in connection with
administration of ordinary personnel matters.

F2. Each School and unit should establish a procedure for implementing access to video camera
data in order to provide that the data will be accessed for purposes, and by personnel, as
permitted under this policy.

F3. All access requests must state the reason the data is sought and reasonably specify the
relevant date, time and location. In all cases, access must comply with applicable legal
requirements. Any authorization of access should apply only to the particular situation.
F4. Access to the data, whether recorded or live, should be limited to those personnel with a
reasonable need for such access in the particular case.
F5. Schools and units may from to time receive requests for video camera data from outside of
Harvard. Recorded data may be provided to a non-Harvard party if the purpose of the request is
not contrary to provisions of this policy or the School or unit policy. To be approved, such a
request must also comply with paragraph F3. However, the non-Harvard party may not
participate in the search for the requested video data (unless required by law) and shall receive
only a copy of the particular video segment requested.
F6. In emergency situations, HUPD and other responders may access video camera data without
prior authorization. In such cases, they should notify the School or unit and the OGC as soon as
practical.
F7. In each case in which video camera data is accessed, the School or unit, and HUPD if it is

involved, shall keep appropriately detailed records of the access purposes, the data searched, the
relevant data found, who authorized the access, and any further use or distribution of data.
F8. It is not necessary to give general notice, or notice to specific identified individuals, of
searches of video camera data (unless required by law).
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P O L I C Y O N I N S TA L L AT I O N A N D U S E O F V I D E O C A M E R A S

Effective May 25, 2016
A. Scope of Policy
This policy concerns the installation and use of video cameras anywhere on the Harvard campus
for safety, security and facilities management purposes (meaning the use of video cameras to

support safe and efficient facilities operations). This poiicy applies to all Schools and units of the
University.

This policy does not affect other Harvard policies on use of video cameras, such as policies on
videotaping conferences or lectures, in the classroom, for research purposes, or for public
dissemination.
B. General Statement

Use of video cameras has become ubiquitous in our society. This includes use on the Harvard
campus and in our facilities, where video cameras have been installed to serve various
institutional purposes. In installing and using such cameras, the University needs to be both
orderly and transparent.

This policy sets out guidelines and requirements for the installation and use of video cameras for
safety, security and facilities management purposes. This policy is intended to establish internal

standards and procedures governing such use of video cameras on campus; it is not meant to
create rights in any individual to seek legal redress for action inconsistent with the policy.
C. Authorization

Each School or other Harvard unit shall designate one or more persons who will have the

authority to review and approve all requests
(a) for installation of video cameras in or on the facilities, property or vehicles (including
drones) of that School or unit for safety, security and facilities management purposes,

subject to the guidelines in part D; and
(b) for access to data from any video cameras installed by that School or unit, subject to
the guidelines in part P.
The Schools and units may decide that different people may perform these two functions.
D. Guidelines for Installation

Dl. Video cameras to be used for safety, security or facilities management purposes may be
installed in any location except for the following;
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(a) dormitory rooms;
(b) the living quarters of other residential facilities;
(c) restrooms and bathing facilities;
(d) locker rooms and other changing facilities;
(e) classrooms; and
(f) offices of individuals.

These restrictions do not limit video camera use pursuant to other University or School policies,
or with respect to important and sensitive institutional functions that are customarily monitored,
such as cash management or lab safety.
The prohibitions in the foregoing list refer to camera installations that would allow the
surveillance of the interior of the designated locations. For example, it is not appropriate to
install cameras in a dorm room, or outside of but looking in the window of a dorm room. On the
other hand, the School or unit may have valid reasons, under the terms of this policy, to have
cameras looking, for example, at the exteriors of dorms or at the entrances to classrooms and
o f fi c e s .

The foregoing list establishes mandatory restrictions on the placement of cameras, but is not
intended to be exhaustive. A School or unit may impose further location restrictions where it is
believed that the presence of cameras would be inconsistent with community values, the
preservation of an environment that encourages free academic and intellectual inquiry, or other
important values.
D2. In exigent situations involving threats to the safety of the campus, to the life, health or
safety of any person, or of theft or destruction of property, temporary exceptions may be made to
the restrictions in Dl, or to similar additional restrictions adopted by a School or other unit,
provided that the Office of the General Counsel (OGC) shall be consulted if time allows.
D3. Signage or other forms of notice, specific or general, stating the presence of video cameras is
permitted but not required. Camouflage or other deliberate concealment of cameras is not
permitted unless specifically requested by the Harvard University Police Department (HUPD)
after consultation with OGC.

D4. Unless requested by HUPD for safety, security or law enforcement reasons in compliance
with Massachusetts law, video cameras installed for safety, security and facilities management
purposes shall not be configured or activated to record audio.
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E. System Operation

El. Each School or other Harvard unit shall designate one or more persons who will have day-to
day responsibility for acquisition, installation, and operation of video cameras for safety, security
and facilities management purposes.
E2. Video cameras and supporting systems should comply with any University-wide video
technology standards as established by HUIT so that all systems will be compatible and will be
accessible by HUPD via the University network for safety, security or law enforcement reasons.
Where appropriate, such equipment should be acquired from vendors designated by the Office of
Strategic Procurement.
E3. Technology for storage of data and procedures for data transfer shall comply with data
security standards established by HUIT.
E4. Each School or unit should establish guidelines for (i) how long cameras should be in place,
(ii) which cameras should be operated intermittently and which continuously, and (iii) which
cameras should provide live feeds for real time monitoring.
E5. Each School or unit should establish guidelines for how long data will be retained, provided
that all data should be retained for at least one month.
F. Guidelines for Access to Data

PI. Video camera data may be accessed for the following purposes:
(a) the investigation or prevention of crime;
(b) to help prevent or deal with situations presenting threats to the safety of the campus
or to the life, health, or safety of any person or the theft or destruction of property;
(c) in connection with threatened or pending litigation by or against the University and to
respond to, or in connection with, lawful demands for information in law enforcement
investigations, other government investigations, and legal processes;
(d) in connection with investigations of misconduct by members of the University
community, if the investigation would advance a legitimate institutional purpose and
there is a sufficient need for access to the data;
(e) in support of and to review facilities operations;

(f) to document or monitor the progress of construction projects;
(g) incidentally in connection with maintenance, management and inspection of video
camera and related technology to ensure proper operation, to protect against threats
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such as intrusions and other attacks, malware and viruses, and to protect the integrity
and security of the data; and

(h) for other comparable reasons that advance a legitimate institutional purpose.
• Except as provided above, video camera data may not be accessed in connection with
administration of ordinary personnel matters.

F2. Each School and unit should establish a procedure for implementing access to video camera
data in order to provide that the data will be accessed for purposes, and by personnel, as
permitted under this policy.

F3. All access requests must state the reason the data is sought and reasonably specify the
relevant date, time and location. In all cases, access must comply with applicable legal
requirements. Any authorization of access should apply only to the particular situation.
F4. Access to the data, whether recorded or live, should be limited to those personnel with a
reasonable need for such access in the particular case.
F5. Schools and units may from to time receive requests for video camera data from outside of
Harvard. Recorded data may be provided to a non-Harvard party if the purpose of the request is
not contrary to provisions of this policy or the School or unit policy. To be approved, such a
request must also comply with paragraph F3. However, the non-Harvard party may not
participate in the search for the requested video data (unless required by law) and shall receive
only a copy of the particular video segment requested.
F6. In emergency situations, HUPD and other responders may access video camera data without
prior authorization. In such cases, they should notify the School or unit and the OGC as soon as
practical.
F7. In each case in which video camera data is accessed, the School or unit, and HUPD if it is

involved, shall keep appropriately detailed records of the access purposes, the data searched, the
relevant data found, who authorized the access, and any further use or distribution of data.
F8. It is not necessary to give general notice, or notice to specific identified individuals, of
searches of video camera data (unless required by law).
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SECURITY CAMERA SYSTEMS
I.

PURPOSE

The Acton Boxborough Regional School District uses video cameras throughout the
District for the purpose of enhancing school safety and security. The objective is to
promote and foster a safe and secure teaching and learning environment for students and
staff, to improve public safety for community members who visit or use our school
property, and diminish the potential for personal and district loss or destruction of
property. Security camera recordings will be viewable in each building by authorized
designees only.
I I . G E N E R A L S TAT E M E N T O F P O L I C Y

A. Signage and Notification:

Appropriate signage will be posted at relevant entrances to school buildings and on
school buses that notify students, staff and the general public of the District's use of
security cameras. Students will receive additional notification at the beginning of the
school year regarding the use of security cameras in the schools, on school buses and on

school grounds. Such notification will include, but not be limited to, student handbooks.
B. Camera Placement:

1. The security camera system may be installed in public areas only. These areas include
school buses, grounds, athletic areas, exterior entrances or exits to school buildings
and large gathering spaces such as classroom corridors, cafeteria, lobby and main
entries.

2. Restrooms, changing rooms, nurse's offices and locker rooms are excluded from
security camera use.

3. Security camera usage is prohibited in any space where there is a reasonable
expectation for privacy. However, this policy does not preclude the District

from placing cameras in such areas when there is a reasonable suspicion of
activity that violates the law or is a violation of school policy and such a request
is made by the building administration.
4. This policy does not prohibit the use of cameras for legitimate educational purposes,
including but not limited to student performances.
C. Use of Video Recordings
1. The Superintendent or his/her expressly authorized designee shall oversee video
surveillance. The Superintendent shall develop procedures for accessing video

Acton-Boxborough Regional School District

surveillance information. However, recorded information will be available for use as necessary by
appropriate school officials, and/or law enforcement personnel.
2. Security Camera System will be in operation and may be monitored by school personnel
throughout the calendar year.
D. Data Storage:

1. All video recordings are stored in a secure place to avoid tampering and ensure confidentiality in
accordance with applicable laws and regulations. Recordings v^ll be saved for no fewer than 30
days and appropriately destroyed/deleted.
Video that is used as evidence in a student discipline matter will be considered part of that
student's record and will be retained in accordance with student record laws and regulations.
2. Information obtained through video surveillance may only be used for training, visitor management,
disciplinary investigations, security or law enforcement purposes. No sound is to be monitored or
recorded in connection with the video surveillance system.
3. Any video recordings used for security purposes on school buses, in school buildings or grounds are
the sole property of the Acton- Boxborough Regional School District. Release of such videos will be
made only as permissible pursuant to applicable law and with the permission of the Superintendent or
his/her designee.

Legal References:
Family Educational Rights and Privacy Act
State Laws and Regulations regarding Student Records

Reviewed 6/6/13

Approved 1/15/14

Acton-Boxborough Regional School District
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SECURITY CAMERAS POLICIES AND PROCEDURES
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SECURITY

CAMERAS

POLICIES

AND

PROCEDURES

1. Purpose
The purpose of this policy is to regulate the use of security cameras to protect the legal and
privacy interests of ihe Town of Walpole, the community at large and Town employees while
concurrently assisting in the protection of safety in and property of municipal buildings
owned by the Town of Walpole not under the jurisdiction of the Walpole School Committee.
The primary use of security cameras will be to record images for future identification,
investigation, and possible prosecution related to and illegal and/or criminal activity and
actions.

2. General Policy

The Town of Walpole is committed to establishing and maintaining a workplace that is
secure and safe for both enq)loyees. Town officials and the community at large. To enhance
this commitment, the Town of Walpole shall install and utilize security cameras. The cameras
will be used in a professional, ethical, and legal manner consistent with all existing Town of
Walpole policies, as well as State and Federal laws. Camera use will be limited to situations
that do not violate the reasonable expectation of privacy as defined by law.
3. Policy Guidelines/Procedures
A. Security cameras shall only be installed under the authority of the Town Administrator,
after final approval by the Board of Selectmen. Camera installation will be coordinated
with Building Maintenance Department and Information Technology. Departments shall
not install cameras for security purposes on their own.
B. The Town Administrator and/or his/her designee shall coordinate installation of security
cameras with Building Maintenance, Information Technology and the Police Department
to determine type and location of security camera.

C. Placement of cameras shall only be considered for the security and safety of employees
and customers or for legally mandated reasons. Cameras shall never be placed in areas
where privacy would normally be expected. Camera placement must take into
consideration any confidential material that could be visible.
D. No cameras shall record voice or audio.

E. Any building where cameras are to be located upon or in shall have the following
statement placed conspicuously at each entrance to the building:
"This property is protected by video security cameras."
F. Display of Uve streaming video fi-om security cameras shall be limited to the Walpole
Police Dispatch Center, and in addition the Chief of Police and/or his/her designee(s), the
Town Administrator and/or his/her designee(s), and the IT Director shall have access to
the IP feed & video. Cameras showing live video firom the Police Station Clock Tower,
1

the East Walpole CBD, and the Town Hall cupola may be displayed as live streaming
video via the Town of Walpole web site.

G. Vie^g of recorded video shall be limited to the Town Administrator and/or his/her
designee(s), IT Director, Legal Counsel, Chief of Police and/or his/her designee(s), and
other Law Enforcement personnel involved as part of any investigation and/or
prosecution effort.

H. Video recordings shall be maintained and retained by the Information Technology
Department according to the following schedule:
- External Building Cameras: 30 Days
- Internal Building Transaction Cameras: 120 Days

It shall be the responsibility of the IT Director to ensure that all recordings are kept
secure, and shall permit no individual unless those stipulated herein to view recorded
material.

In the event of a law enforcement investigation, or in the event of an active claims

investigation for insurance purposes, video recordings may be retained for periods of tune
longer than time limits specified herein.

I. When an incident is suspected to have occurred, designated personnel herein may review
the images from security camera data/recordings. Any suspicion of illegal or criminal
activity shall immediately referred to the Walpole Police Department.

J. Expense and maintenance of the camera shall be the responsibility of the
Information Technology Department with maintenance assistance from the Building
Maintenance Department as needed.

K. Security Cameras in use per this policy shall not be utilized to enforce routine personnel
time and attendance matters, however may be used to investigate and/or prosecute any
criminal activity by any person.
4. Violations & Penalties

A. Any person who may violate the terms and conditions of this policy may be subject to
disciplinary action, up to and possibly including terminatioa
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Q12 How do you feel about building security when school is in session?
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doors children need to pass through (e.g., for playground and gym access).
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Hanscom Primary School Community Survey - Spring 2017

SurveyMonkey

Q11 How do you feel about building security when school is in session?
Answered: 55 Skipped: 2
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Brooks School Community Survey - Spring 2017 SurveyMonkey

Q12 How do you feel about building security when school is in session?
Answered; 77 Skipped: 20
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All school doors should be locked when school is in session, and visitors should use an intercom to gain access. 58.44% 45

One main door should be unlocked for visitors, and all other doors should be locked, with attendants as needed to open 20.78% 16
doors children need to pass through (e.g., for playground and gym access).

The main door and any other doors the children need to pass through (e.g., for playground and gym access) should be 10.39% 8
unlocked and unattended.

There should be no lock requirement for any door, and visitors should not be required to check in at the office.
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Cameras should be installed outside the school building to monitor and record who enters and exits, and any incidents that 24.68% 19
occur.

Total Respondents: 77
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Hanscom Middle School Community Survey - Spring 2017 SurveyMonkey

Q11 How do you feel about building security when school is in session?
Answered; 54 Skipped: 4

All school
doors should...

One main door

should be...

The main door

and any othe...

■

There should

be no lock...

Cameras

should

be Installed...

Undecided

0%

10%

20%

30%

40%

50%

60%

70%

80%

90%

100%

ANSWER CHOICES

RESPONSES

All school doors should be locked when school is in session, and visitors should use an intercom to gain access.

55.56%

30

One main door should be unlocked for visitors, and all other doors should be locked, with attendants as needed to open
doors children need to pass through (e.g.. for playground and gym access).

27.78%

15

The main door and any other doors the children need to pass through (e.g., for playground and gym access) should be

5.56%

3

There should be no lock requirement for any door, and visitors should not be required to check In at the office.

0.00%

0

Cameras should be Installed outside the school building to monitor and record who enters and exits, and any incidents tl

20.37%

11

11 . 11 %

6

unlocked and unattended.

o c c u r .

Undecided

Total Respondents: 54

2 0 / 2 9

